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1. Abstract
Automotive  Power  Devices  range  from  low  pin-count  
devices, like power switches, up to complex system con-
trol SOCs for the airbag and brake system, that may con-
tain multiple μC cores embedded with multiple sensor and  
communication interfaces, often all integrated on a single  
die. A strong trend towards the integration of digital func-
tionality  on  power electronics  devices  is  visible  due  to  
ever increasing monitoring and safety requirements. The  
combination of analog power electronics and increasing  
digital functionality leads to an explosion of the verifica-
tion space that cannot be covered by traditional directed  
testing anymore.

In order to debug the wide range of mixed-signal func-
tionality we propose to extend Constrained Random Veri-
fication methods, which are well known in digital verifica-
tion. These methods are based on the principle “do any-
thing the specification allows” and “do anything the ap-
plication could possibly do”. In this paper we show how  
to  extend  constrained-random  digital  verification  to  
mixed-signal  functionality,  including  test  coverage  for  
embedded switches, regulators, transceivers, sensor inter-
faces and other mixed-signal circuitry. There is no single  
approach that fits all needs, but several methods need to  
be applied for mixed-signal instead, including test pattern  
generation using non-stationary Markov processes to ad-
dress  random-resistance,  random-power-up  tests,  post-
processing  on  captured  digital  or  analog  results  from  
ATE or other equipment.  We show several case studies  
from devices of different complexity, starting from power  
switches,  up  to  complex  airbag  control-system  devices  
and how results link to requirements engineering.

2. Introduction
Latest automobile generations contain an ever an ever in-
creasing electronic content due to technology drivers like 
energy  efficiency,  communication  and  safety.  Several 

classes of  electronic devices are built  into cars,  ranging 
from infotainment devices with moderate quality require-
ments to safety critical devices in restraint and brake sys-
tems. These devices have to satisfy high safety standards 
with  respect  to  production  quality,  often  referred  to  as 
“zero  defect”,  but  also  with  respect  to  functionality, 
thereby increasing the  verification effort.

3. Constrained Random Verification
Constrained Random Verification is, besides directed test-
ing, the most well known method for functional verifica-
tion, both on pre- and post-Si side. 

Any method involving algorithmic test generation with the 
help of a random selection process that is guided by con-
straints can be considered a CRV method, but we focus 
this paper on constrained-random tests for the power-up 
procedure and for constrained-random test pattern genera-
tion, as they have proven to be the most beneficial to guar-
antee functional device robustness.

4. Random Power-Up Tests
The power-up phase is a critical region of operation due to 
several reasons. First the shape and sequence of powering-
up one or more supplies is often poorly specified, which 
leaves open a huge gap for verification. Most specifica-
tions only state  that  the device should be  operational  a 
specified  time  after  “power-stable”.  In  the  meantime 
power supply can and will behave in an arbitrary manner, 
including intermediate power-down, spikes both in posit-
ive and negative or power glitches. 

Mixed-signal and analog blocks, like charge pumps, oscil-
lators and band-gap references are often sensitive to the 
power-up  phase.  Designs  often  implement  an  internal 
power-on sequence to switch on parts of the chip in ex-
actly  the  right  order,  but  interruptions  in  the  power  or 
spikes can partially or block-wise interrupt the predefined 
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power-up sequence leading to meta-stable internal states. 
Often  an  external  power-on-reset  is  used  to  reset  the 
device  to  a  defined  state,  but  not  all  circuitry  may be 
resettable. 

On the other  hand,  due to missing constraints given by 
most  specifications,  the  power-up  phase  is  the  least 
covered region of operation by pre-Si verification. There-
fore missing power-up robustness leads often enough to 
application failures.

Figure 1: Power-Up test regions: During power-up with arbitrary supply shape, 
parametric tests may need to be applied. In any case the DUT must be opera-

tional in the power-stable phase, where extended functional tests should be ap-
plied.

We apply random power-up tests on ATE and lab equip-
ment. From a verification point-of-view power-up can be 
divided in two distinct phases, see also Fig. 1. During the 
ramp time the DUT is not expected to be functional, but 
often enough other constraints like maximum power con-
sumption, output drivers off, latch-up resistance, etc. must 
be guaranteed for. Any application may ramp-up in a dif-
ferent way, including voltage over/-undershoots, slope re-
versals, spikes. A way to cover such open conditions is to 
apply  a  random  process  to  generate  random  arbitrary 
power-supply  waveforms,  only  limited  by  maximum 
device ratings. During the second phase, the power-stable 
phase, the device should be operational, no matter how the 
first phase was, so extended functional testing at the full 
supply voltage range within specification is recommended.

5. Constrained-Random Test Pattern
While basic functionality of the DUT is most often tested 
for  using  directed  test  cases,  functional  robustness  can 
only  be  guaranteed  with  the  help  of  algorithmic  test 
pattern  generators  based  on  the  constrained  random 
principle.  This  path  is  well  known  for  digital  post-Si 
verification, where commercial  tooling like  e,  Specman, 
System- Verilog exists. 

We focus on mixed-signal devices;  therefore we extend 
the well known Markov-based test pattern generator prin-
ciple  with  mixed-signal  elements,  testing  for  power-

switching, transceiver, voltage regulator and other mixed-
signal-behaviour.

As  mentioned  before,  we  use  a  layered  model  starting 
from Markov-based state generation, followed by timing 
randomization and conversion to pin-level test pattern. We 
will describe these steps hereafter, also see Fig. 2 for an 
overview.

6. Markov-based state sequence generation
A Markov model is a directed graph with weighed edges. 
For most digital designs, the edges represent commands to 
the  device-under-verification.  For  Automotive  Power 
devices, a simple Markov model, based on instructions to 
the  DUT  does  not  suffice,  because  many mixed-signal 
events may cause state-changes and must be included in 
the model. This may be events related to temperature, sup-
ply voltage, over-current etc., which may occur fully asyn-
chronous to each other. Besides, special safety features are 
often  implemented  on  Automotive  Power  devices,  that 
check  for  certain  timings.  Here,  a  hardware  watchdog 
must be regularly triggered after a certain time or timing 
window. In general the resulting Markov models contain 
many timing-driven transitions. 

Direct observability may also not always be given for any 
possible  mode-transition  after  each  transition,  but  only 
after  a  larger  sequence  of  transitions.  For  mixed-signal 
Constrained-Random Test generation we start from the ap-
proach described in [6, 8, 10] and extend it to mixed-sig-
nal events.

Figure 2: Modules overview for Markov-based Constrained Random Test 
generation.

In a first step all states and events that can occur are listed. 
A State-Transition-Table  STT(C|S) is a direct representa-
tion of the weighed graph of the Markov-based model. In 
the  STT also mixed-signal events are coded. At the level 
of  the  STT there  is  no  information yet about  timing or 
what stimulus has to be generated in order to generate the 
state transition coded in the table.  In a textual form the 
state transitions may be described as follows:

event(WAKE) in state(SLEEP) => state(OPERATE)

event(TIMEOUT) in state(NORMAL) => state(RESET)
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It is important to note that only state changes that are in 
some way observable from the outside are coded, not all 
internal states, like register settings. This Markov-model 
may be seen as a golden reference model for the device-
under verification. 

The weights from the Markov weighed graph are stored in 
a  State-Transition-Probability  Table  STP(C|S) with  the 
same size as the STT. Both tables are now used to gener-
ate allowed random state transitions as a Markov process. 
By calculating the steady-state distribution of the Markov 
chain by solving the appropriate Eigenvector solution cov-
erage metrics can be derived.

7. Non-stationary extensions
We assumed here a stationary Markov chain generation, 
based on time independent STT and STP tables. For many 
applications the generated event chain is too homogenous 
and may either miss random-resistant state-transitions or 
would require test sequences too long to be simulated or 
tested within a reasonable time.

In this case we suggest to use time-dependent weighs on 
the Markov model, i.e. STP = STP(t). Some or all weighs 
on  the  graph become time-depend,  where  this  time de-
pendence  must fit  the  underlying functionality and  may 
need careful balancing. A simple example for random res-
istance is a counter, where random counting up or down 
requires  too  long sequences  to  reach  all  counter  states. 
Random-resistance is typically investigated in the context 
of Built-in-self test techniques [13], but the problem is the 
same for Markov-based test generation.

8. Timing calculation
The second layer of the test generation process is the tim-
ing calculation. We can code timings between events in a 
simple form like, 

event(SPI) to event(SPI) = 10 us

event(POWER_ON) to event(INIT TIMEOUT) = 20 ms

….

From these descriptions an Event-Delay-Table  CDT(C|C) 
is  generated,  that  contains  all  minimal  timing  require-
ments. By applying the following operation to event time

t n−1 

t n=t n−1 maxminiCDT i , j n−δi  ,0 rand  λ 

the next event time t n can be calculated.  Here,  a ran-
dom timing adder rand(λ) with a non-negative probability 
distribution is added to achieve coverage in the timing do-
main, e.g.  following an exponential  probability distribu-
tion. The free timing parameter λ of this distribution must 
be chosen small enough to maximize the number of events 

within a given test length and large enough to maximize 
coverage in the time domain.

This approach works well, when there are only timing re-
strictions based on minimum timing requirements. We as-
sumed in the generation process that all event changes are 
indeed possible to fulfill. 

Some  Automotive  Power  Devices  have  watchdog 
functionality  implemented  for  safety  reasons;  then  also 
maximum  timing  constraints  must  be  fulfilled.  It  can 
indeed  be  the  case  that  a  generated  random  sequence 
based  on  minimum timing constraints  is  invalidated  by 
maximum timing constraints  and  must  be  discarded  or 
modified. An appropriate timing constraint formalism both 
for minimum and maximum timings is under investigation.

9. Coverage Estimation example
Figure 3 shows a coverage estimation example from a Sys-
tem-Basis-Chip,  a  device  class  that  has  the  before-
mentioned highly configurable watchdog functionality. To 
test  watchdog  functionality  in  combination  with  other 
asynchronous events, it is of interest how many consecut-
ive watchdog failures can be expected after a certain test 
pattern length. Based on the steady-state solution of the 
Markov chains we can calculate that we need at least ~300 
ms pattern length or simulation time for covering 2 con-
secutive watchdog failures. For higher order coverage the 
required time dramatically increases and may lie outside a 
reasonable test and simulation time. This type of random 
resistance may also be solved by a time-dependent non-
stationary Markov model.

Figure 3: Probability for generating (and thereby verifying) the correct behavior 
of the SBC after 2 (blue), 3 (red) and 4 (green) consecutive watchdog failure 

events. Depending on programmable register settings the SBC is supposed to 
go to fail-safe mode after 1 or 2 of these events.

10. Conversion to protocol and pin-level 
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The  last  step  of  generating  valid  Markov-based  con-
strained random tests for  simulators or  ATE consists of 
converting the events in the Markov chain to protocol or 
pin-level  stimuli and generating expected  values  for  the 
primary digital outputs, as well as expected analog func-
tionality.  On a digital protocol level, supported protocol 
types  for  Automotive  Power  products  may include  the 
SPI, LIN, CAN or FlexRay standards. 

Generation of digital expected values, e.g. the device an-
swer to an SPI command, is based on the current state of 
the DUV, including read-out of internal  registers,  status 
bits, etc. Also the generation of the result on ATE is ac-
cessible through standard digital compare with vector pat-
terns.

Mixed-signal events are more difficult to handle.  For each 
mixed-signal  function  an  appropriate  method,  both  on 
value and timing, has to be established for the expected 
output of the Markov-based generated test case. Examples 
include, high-side or low-side switches, on-board regulat-
ors, operational amplifiers, transceivers.

11. Coverage  Report  and  Link  to  Require-
ments Engineering

Due to the constrained-random nature of this method the 
question may arise how the method fits to a classical veri-
fication planning, where a certain list of coverage items 
must be covered, not with a certain likelihood, but must be 
covered for sure or at least it must be known, which fea-
tures from a verification list may have been missed.

For this purpose a coverage report is automatically gener-
ated for each constrained-random test  cases. This report 
serves as an overview to the verification engineer in a hu-
man readable form (HTML), but also in machine-readable 
form (XML) as a link to requirements engineering soft-
ware tools. 

Figure 4: State over time from coverage report.

A number of coverage points are automatically extracted 
from  the  generated  constrained-random  test  patterns 
without the need for the verification engineer to manually

Figure 5: Command over time from coverage report.

 

Figure 6: Excerpt from sample coverage report, showing register coverage at 
different states relative to the full range of possible register settings.

define coverage points. These are coverage of states, cov-
erage of commands and commands at state, coverage for 
registers at state and combinations of commands at first, 
second or higher order, see excerpts in Fig. 4, 5 and 6.

12. Validation and Results
As mentioned before  the range of complexity for Auto-
motive Power devices goes from power-switches with few 
digital content up to SOCs with multiple digital sensor in-
terfaces and μC cores. Out of this class, we chose devices 
from airbag control-system applications, a multi-port high-
side power switch with SPI interface and a System-Basis-
Chip with SPI interface, LIN and CAN transceivers and a 
complex  watchdog  functionality  as  examples.  For  both 
Markov-based  test  generators  have  been  developed  and 
the test  cases have been applied both to simulation and 
post-Si verification.

13. Application example: Airbag Control Sys-
tem Devices

The airbag control system is, besides the brake system, the 
most safety critical control system in modern cars. It  in-
volves  complexity on  the  chip  level,  devices  including 
several uC cores, power switches and sensor interfaces on 
a single die and complexity on the system-level. Any mal-
function may lead to serious injury or death, so to guaran-
tee  functional  extended  robustness  is  a  crucial  point  in 
verification. 

We  applied  random  power-up  tests  and  functional 
verification based on Constrained-Random Test Pattern to 
a power-management device test  chips and to an airbag 
squib driver test chips, and present results for both meth-
ods hereafter.
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Random Power-Up

Random-power-up  tests  based  on  random-power  ramp 
profiles  as  mentioned  before  have  been  applied  to  an 
airbag  power management  device.  This  device manages 
the power distribution between battery, charge storage for 
airbag squibs and also handles cases like rupture of battery 
supply. 

Figure 7: Power-up failure analysis. For a specific power-ramp profile (blue 
trace) the internal DLL starts clocking (cyan trace) but may fail after final supply 

voltage is reached (right side)

After running a few thousands of random tests at different 
temperatures  several  device  issues  have been identified, 
depending on shape of the ramps on different supply pins. 
The failure cases have been analyzed in root cause analys-
is. Fig. 7 shows an example of a DLL start-up failure un-
der a specific power-up slope with an intermediate phase 
of low supply voltage. Under this specific condition an in-
ternal DLL fails.

Analysis and Debug Example

During device verification using random-power-up tests as 
described above in about 40% of all  ramp cases output 
drivers have been observed to be wrongly driving after the 
power-up phase. This is a dangerous state, because the ap-
plication expects the shared output data lines to be in high-
Z state.  The  occurrence  of  the failure  depended  on  the 
slope  of  the  power-ramp,  and  besides  only  slightly  on 
temperature.  Not  all  samples  were  affected.  Typically 
there were some probe pads for pico-probing inserted in 
the layout to observe signals with active or passive probes. 
Strange enough the failure disappeared, when placing an 
active probe on a probe pad in the output driver enable 
circuitry.

The  capacitive  load  of  the  pico-probe  obviously forced 
this node in the following circuitry to rise differently with 
power, than without the load. Due to lack of more probe 
pads several  FIBs  followed, narrowing down the failing 
block. Finally the only potentially meta-stable circuit ele-
ment left was a latch. This latch was not connected to the 
internal power-on-reset detection. In the fail case it flipped 
in  the  wrong  direction,  wrongly  enabling  the  output 
drivers. 

Constrained Random Test Pattern

Airbag squib controllers are SOCs that monitor the pyro-
technic airbag squibs during normal operation and provide 
a firing sequence for multiple connected airbags in case of 
a car accident. These SOCs communicates with an auto-
motive uC on the airbag control unit through an SPI inter-
face and some separate digital  lines for  extended safety 
reasons.  It  also  provides  diagnostic  function,  like  ADC 
readout to the system uC.

Functional  coverage must include digital  interfaces,  like 
SPI,  but  also  analog  functionality  for  squib  diagnostic, 
firing currents and firing timings.

A reference behavioral-model for the Markov-based test 
generation has been set-up, in order to provide the expec-
ted digital state and firing state of the device as presented 
above. 

While some of the functionality has been tested using the 
reference model directly on a digital tester,  for example 
the expected  digital  SPI answer,  the mixed-signal  func-
tionality requires capture and  post-processing of data, in-
cluding ADC read-outs, analog currents and voltages.

Fig. 9 shows a visualization of the expected pseudo-ran-
dom switching of the 8 channels of the device in off, dia-
gnostic  or  firing mode.  The  expected  behavior  is  com-
pared  to  captured  waveforms in  a  post-processing  step 
after test run, see Fig. 10.

During post-Si test1 several device issues have been identi-
fied.  In  addition and  for  later  root-cause  analysis  a  lab 
based system2 has been set-up. Through the use of a multi-
platform verification management system (XVP) test pat-
terns  and  conditions  of  interest  for  root-cause  analyzes 
could be easily transferred between tester and lab equip-
ment.
1on a Teradyne uFlex
2lab-based system based on a PXI system running with 
LabView
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Figure 9: Constrained Random Switching of the 8 channels over time in dia-
gnostic mode (blue) and firing mode (green).

Besides some other functional issues found, one is related 
to  robustness  of  the  SPI-based  communication  between 
the system uC and the airbag SOC. In  SPI interfaces  a 
transmission error can lead to SPI clocking errors. Then 
not the default length (16 bits) but less or more may be re-
cognized by the DUT. Besides applying illegal commands 
to  the DUT,  in which case the command should be ig-
nored, also SPI frames with illegal length are included in 
the constrained-random pattern generation process. 

Here a specific failure case could be identified, where at a 
certain  SPI  clock  frequency range  an  illegal  SPI  frame 
length leads to the fact, that a subsequent legal SPI frame 
is ignored, see Fig. 11 for details.

Figure 10: Post-processing of mixed-signal data. Here captured SPI frames are 
shown (upper blue and red traces), captured voltage over one of the power 

switches (blue trace below), and expected data from the model (green traces). 
In this test pattern the 2nd SPI frame enables the firing. The expected firing fits to 

the captured one within accuracy.

14. Application example:  Multi-channel  SPI 
controlled high-side power-switch

This device-type is used to drive high currents for bulbs, 
motors, etc. The functionality can be controlled via an SPI 
interface; it also includes supervision functions for over-

Figure 11: Wrong SPI response after an SPI frame with an illegal SPI frame 
length. The left side shows captured waveforms from a root cause analysis. 

Here three SPI frames are shown (blue = SPI chip select, red = SPI output from 
DUT). The first SPI frame shown is a frame with illegal length (16 bits). The oth-

er two are legal, but the DUT shows the wrong SPI answer for a specific SPI 
clock frequency (keft side). To confirm this the correct SPI answer is shown 

(right side) after deselecting the illegal SPI frame.
current and temperature. Major state changes are based on 
power supply changes, so the Markov-based model also 
included  mixed-signal  extensions,  like  power  supply 
changes, over-current and over-temperature events. 

The generated  functional  tests  then included  checks for 
SPI answer and switching state of the channels. While the 
digital SPI answer can be directly compared to the model 
states, the switching state has to be probed by driving a 
probe current through the switch, see Figure 12 for a simu-
lation result. Limitations to post-Si validation when apply-
ing the test cases on test equipment include slow response 
of  power-supplies,  need  of  conversion  of  currents  into 
voltages and compare  to an expected range,  inability to 
control and generate temperature events due to slow tem-
perature response or self-heating of the device. 

Generated test cases for post-Si verification on a PXI sys-
tem had a typical length of up to 100 ms, containing some 
hundreds  of  SPI  command  frames  and  some  tens  of 
power-mode transitions. As a result of this investigation 
various design issues including mixed-signal aspects could 
be identified. 
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Figure 12: Example for applying CRV to power devices from a dual channel SPI 
controlled high-side switch. Random power-mode transitions on logic supply 

VCC and power supply VBB, random SPI commands, generating switching of 
the high-side power-switches HS1&2 on channels OUT0 and OUT1.

15. Application example: System-Basis Chip
The previously mentioned System-Basis Chips (SBC) con-
tain  approximately 22592 externally  addressable  states 
due to high configurability of the analog, monitoring and 
timing behavior. SBCs provide and monitor several func-
tionality on automotive Electronic Control Units (ECU). 
They are interesting devices from a test and verification 
point of view, because they combine heterogeneous func-
tionality on a single die,  including one or many voltage 
regulators, transceivers of different types, like CAN, LIN 
or FlexRay, power switches and controller interfaces like 
SPI. SBCs may also include different watchdog function-
ality with complex and / or configurable timings, including 
complex Finite State Machines.

The SBC supervises the functionality of a  μC and other 
connected circuitry by regular checks of a response from 
μC. This watchdog functionality is also highly configur-
able, therefore expands the verification space in terms of 
states  and  timing.  Besides,  there  is  a  large  gap  to  be 
covered in terms of simulation time or pattern length, be-
cause both MHz-range signals (SPI, transceivers) as well 
as ms-range events (watchdog functionality) must be ap-
plied.

As mentioned above,  it  may not be possible to achieve 
state coverage targets with a static  STT. In this particular 
case many transitions lead to default register states, which 
means that in most cases only a limited subset of the SBC 
configuration  is  verified.  We therefore  used  a  dynamic 
table STT =STT t  for test case generation; resulting in 
a non-stationary Markov process. As a drawback steady-
state calculations for coverage metrics cannot be applied 
anymore, but must rather be based on post-generation ex-
amination of the coverage report, see also Fig. 13.

Figure 13: Distribution of configuration settings for watchdog timings showing 
random-resistance with a stationary STT (left), mostly only the default configura-

tion 15 is visible, and increased coverage with a dynamic STT (right), with a 
broader distribution of register setting. The histograms show the frequency of 

occurrence of register settings related to a watchdog timer (5 bits) for same test 
pattern lengths.

Test  cases  were extended to a  characterization program 
for  digital  interface  timings  and  ran  both  on  a  mixed 
VHDL-AMS / Verilog model and for  post-Si on a PXI 
and an ATE system (Teradyne μFlex). 

Analysis and Debug Example

Several functional issues could be identified during device 
verification. One of them was detected as a failure region 
in  an  SPI  interface  clock  speed  versus  data  setup-time 
shmoo, see Fig. 14. The typical triangular pass region of 
this type  of  shmoo was truncated for  larger  data setup-
times.

Repeating the pattern with clock speed and setup-time in 
the fail region with a VHDL-AMS behavioral-model, the 
failing SPI output bit showed an usual small width of less 
than UI/2, see Fig. 15. In the following analysis a setup-
time violation of the digital SPI interface for that specific 
SPI command was identified as root-cause of the issue and 
addressed in a  re-design.
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16. Implementation
We linked the Markov-based test generation to the envir-
onment of an Executable Verification Plan (XVP) [8,12] 
in order to allow access to specification data, pattern con-
version tooling and automatic transfer of the test cases to 
different target platforms. The Markov-based model is im-
plemented in Matlab / Simulink and uses XML to commu-
nicate with the verification environment. Available target 
platforms for simulation are Cadence simulators, Matlab / 
Simulink  models,  and  for  post-Si  verification  PXI  and 
ATE. The number of test cases is mostly limited by simu-
lation time and / or test pattern length, while the genera-
tion speed is uncritical.

17. Conclusion and Outlook
In this paper, we present the verification strategy and sev-
eral  methods  for  functional  verification  of  mixed-signal 
automotive  power  devices.  This  device  class  follows  a 
trend to an increasing integration of digital functionality 
and analog power electronics driven by increasing require-
ments for  functionality and  safety.  The verification  gap 
that follows complexity can be closed by extending con-
strained-random verification methods known from digital 
verification to mixed-signal aspects.

Several  different strategies are presented, including non-
stationary Markov-based test pattern generation to address 
random  resistance,  random-power-up  tests  and  linking 
post-processing of captured digital and analog ATE data, 
when  necessary.  We  present  experimental  results  from 
several device types, how these approaches have been suc-
cessfully applied to detect hidden design issues and show 
a link to verification engineering.
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Figure 15: Simulation of issue from Fig. 14, showing SPI output trace with data 
width of less than 1/2 UI. Traces from below: SPI clock, SPI chip select, SPI out-

put.


