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The	seemingly	endless	stream	of	previously	unknown	microarchitectural	attacks	and	security	flaws	in	hardware	systems	is	driving	the	need	for	more	efficient	and	comprehensive	verification	techniques.	Unique	Program	Execution	Checking
(UPEC)	is	a	formal	verification	methodology	that	can	be	used	to	verify	a	wide	variety	of	security	requirements	for	hardware	at	the	Register	Transfer	Level	(RTL).	With	its	white-box	nature	and	reusable	verification	IP,	UPEC	complements	the
open-source	ecosystem	provided	by	RISC-V.	We	demonstrate	the	efficacy	of	UPEC	through	a	set	of	selected	case	studies,	covering	different	threat	models	and	ranging	from	small	RISC-V	processors	to	entire	Systems-on-Chips	(SoCs).	Details
and	slides	[1].

The	video	is	played	on	YouTube	if	you	click	on	the	image	below.

[2]

The	Scale4Edge	project	(project	label	16ME0122K-140,	16ME0465,	16ME0900,	16ME0901)	is	supported	by	the	German	Federal	Ministry	of	Research,	Technology	and	Space	(BMFTR).

Source	URL:	https://project.edacentrum.de/scale4edge/en/unique-program-execution-checking-formal-security-guarantees-risc-v-systems-alex-wezel-rptu-risc-v-s

Links:
[1]	 https://www.youtube.com/redirect?
event=video_description&amp;redir_token=QUFFLUhqbC1ENF9WNDFMUV9hMXJVNndVYlk0by1BUno4UXxBQ3Jtc0tuS3F0c2ZNclRsYjcyMU5qRzZQbjlLSldLSUc3c2tQTFVUY19KLXk1azZoOFRrRGMwNjBlWlducEZBdlBMSXNHR3lBTFpRV1lWTlBBLUFLQXJFbE9HMTRhVTg5WTgwRjdzbTlOUGc5Z0ttTlM5Umdhaw&amp;q=https%3A%2F%2Friscv-
europe.org%2Fsummit%2F2024%2Fconference%23unique-program-execution-checking-formal-security-guarantees-for-risc-v-systems-details&amp;v=Iv1N9-B0vUo
[2]	https://youtu.be/Iv1N9-B0vUo

https://project.edacentrum.de/scale4edge
https://project.edacentrum.de/scale4edge/en
https://www.youtube.com/redirect?event=video_description&redir_token=QUFFLUhqbC1ENF9WNDFMUV9hMXJVNndVYlk0by1BUno4UXxBQ3Jtc0tuS3F0c2ZNclRsYjcyMU5qRzZQbjlLSldLSUc3c2tQTFVUY19KLXk1azZoOFRrRGMwNjBlWlducEZBdlBMSXNHR3lBTFpRV1lWTlBBLUFLQXJFbE9HMTRhVTg5WTgwRjdzbTlOUGc5Z0ttTlM5Umdhaw&q=https%3A%2F%2Friscv-europe.org%2Fsummit%2F2024%2Fconference%23unique-program-execution-checking-formal-security-guarantees-for-risc-v-systems-details&v=Iv1N9-B0vUo
https://youtu.be/Iv1N9-B0vUo
https://www.bmbf.de/en/
https://project.edacentrum.de/scale4edge/en/unique-program-execution-checking-formal-security-guarantees-risc-v-systems-alex-wezel-rptu-risc-v-s

